VoI Solutions for Business

VoIP Recorder V2 Setup Guide

V2.10b

Software Requirement for VolP Recorder V2 (VR2)

Please install WinPcap or Npcap first. VR2 uses WinPCap or Npcap to sniff network
traffic.

For Windows XP/2003/Vista/2008/Win7/2008R2/Win8 (x86 and x64) users, you can use
WinPcap, but For Windows 10+ users, please download Npcap driver instead.

The WinPcap project has ceased development and is no longer maintained. We
recommend using Npcap instead for all Windows version 7+.

WinPcap download and installation guide:
Download link: It is free.
https://www.winpcap.org/install/default.htm

(-. A wvew winpcan,orgfinstaldefault bt @ || O Search | B8 3+ A ©

Riverbed Technology Wireshark

Wl n PC a p The industry-standard windows packet capture library

WinPcap WinDump Search

Powerful WiFi Capture Adapter for Windows r_
802.11 a/b/g/n compatible capture and injection, optimized for Wireshark

Download WinPcap for Windows WinPcap Enhancements
The latest stable WinPcap version is 4.1.3 Riverbed FORCE
Atthe morment there is no developiment version of WinPcap, Forthe list of changes, refer to the Riverbed FORCE offers three

changelog. full days of deep technical riverhed
. . training on hybrid =
Version 4.43 Installer for Windows architertures an solltions in FZRCE
Driver +DLLs NOV 3-6

performance management,

Supported platforms: VAN optimization, branch RE&EE‘LER
& VWindows NT4/2000 converged infrastructure,
o VWindows XP/2003/vista/2008Ain7 2008R2AVING (x85 and x64) application delivery, and cloud storage delivery.
Register Today
Download MD5 Checksum: a11a2flcfeBd0b4c50945989dbBEIE0cd
. SHA1 Checksum: e2516fcd1 57 3e70334c8fh0beas 241 cdidfd8a00
Get WinPcap AirP cap®: 802.11 Wireless Packet

This executable file installs WinPcap on your machine. Capture Device

Download WinPCap 4.1.3 and install it:
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7 WinPcap 4.1.3 Setup E'E'E]

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will quide vou through the entire WinPcap
installation,

Faor miore infarmation or suppart, please visic the WinPoap
home page,

hikkp: [ v winpcap, org

Mext = l [ Cancel

& WinPcap 4.1.3 Setup

&‘\) > License Agreement
i ‘Ln caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down ko see the rest of the agreement,

Copyright {c) 1999 - 2008 MetEroup, Politecnico di Torino (Italy). s
Copyright (o) 2005 - 2010 CRCE Technologies, Davis (California),

Copyright (o) 2010 - 2013 Riverbed Technology, San Francisco (Californial.
All rights reserved.

Fedistribution and use in source and binary Forms, with or without modification, are
permitked provided that the following conditions are mek:

1. Rediskributions of source code musk retain the above copyright notice, this list of
conditions and the Following disclaimer.

zZ, Rl_Eu:IistriI:qu:i!:nljs in I:_u_inary F-:u_rm_must repr_l:n:lu_l:e the abowve -:lzupy_fright natice, this _Iisl: of W

If wou accept the kerms of the agreement, click I Agree to continue, You rmusk accepk the
agreement ko install WinPcap 4.1.3,

[ « Back ” I Agree I [ Cancel
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© WinPcap 4.1.3 Setup

Kl) . Installation options
J 1n ch Please review the following options before installing WinPcap

4.1.3

Automatically stark the WinPcap driver at boat time

< Back ” Install l [ Zancel ]

& WinPcap 4.1.3 Setup g|§”g|

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4.1.3 has been installed on wour computer,

Click. Finish ko close this wizard,
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Npcap download and installation guide:
Download link: https://nmap.org/npcap/

& > (@ & nmap.org/npcap/ T 6

Loﬂpbaci( )’-:xdaptgr for you. If vou are a Wireshark u.ser; choose this adapter to c:apn:uej you will see al]..loopback traffic the
same way as other non-loopback adapters. Try 1t by typing in commands like “ping 127.0.0.17 (IPv4) or “ping ::17 (IPv6).

f:;i:r:i‘.:isna + Loopback Packet Injection: Npcap is _also able to send loopback pack_ets using the Winsock Ke}'nel (_\\’SKJ technique.

AhouthonE"tact User-level software such as Nping can just send the packets out using Npcap Loopback Adapter just like any other adapter.
Npcap then does the magic of removing the packet's Ethernet header and injecting the pavload into the Windows TCP/IP
stack.

s Libpcap API: Npcap uses the excellent Libpeap librarv. enabling Windows applications to use a portable packet capturing

Sponsors: API that is also supported on Linux and Mac OS X. While WinPcap was based on LibPcap 1.0.0 from 2009, Npcap

includes the latest Libpcap release along with improvements that we also contribute back upstream to Libpcap.

F ‘WinPcap compatibility: For applications that don't vet make use of Npcap's advanced features, Npcap can be installed in
L) freshdes “WinPcap Compatible Mode.” This will replace any existing WinPcap installation. If compatibility mode is not selected,
" Npeap can coexist alongside WinPcap: applications which only know about WinPcap will continue using that. while other
applications can choose to use the newer and faster Npcap driver instead.

j Anaivarsary §
Unsure whether to use WinPcap or Npcap? Check out our feature comparison and decide for vourself.

To celebrate

of Downloading and Installing Npcap Free Edition

e:a:thng The free version of Npcap may be used (but not externally redistributed) on up to 3 systems (free license details). It may also be
oty used on unlimited systems where 1t 1s only used with Nmap and'or Wireshark. Simply run the executable nstaller. The full
customer source code for each release is available, and developers can build their apps against the SDK. The improvements for each
oxporioncos, release are documented in the Npeap Changelog

e HEg €Ze Npcap 1.00 installer for Windows 7/2008R2, /2012, 8.1/2012R2, 10/2016, 2019 (x86 and x63ms®
special offer * Npcap oK T U0 LI
for you! e Npeap 1.00 debug symbols (ZIP).
* Npcap 1.00 source code (ZIP)

The latest development source is in our Github source repository. Windows XP and earlier are not supported; yvou can use

1( WinPeap for these versions.

Npcap OEM for Commercial Use and Redistribution
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Mpcap 1.00 Setup
License Agreement

Please review the license terms before installing Npcap 1.00,

NMAF, ORG

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT J EMD USER LICENSE AGREEMEMT

Mpcap is @ Windows packet sniffing driver and library and is copyright
(c) 2013-2020 by Insecure.Com LLC ("The Mmap Project”). Al rights
reserved.

Even though Mpcap source code is publicly available for review, it is
not open source software and may not be redistributed without spedal
permission from the Nmap Project. The standard version is also
|Iimi1:ed to installation an five systems, We fund the Mpcap project by

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Mpcap 1.00.

Mullsoft Install System w2, 51

Mpcap 1.00 Setup

Installation Options
Flease review the following options before installing Mpcap 1.00

HMMAF r'"‘-'.'. G

[ Legacy loopback support for Mmap 7.80 and older. Mot needed for Wireshark.
[] Restrict Npcap driver's access to Administrators only
[ Support raw 802. 11 traffic (and monitor mode) for wireless adapters

Install Mpcap in WinPcap API-compatible Mode

Mullsoft Install System w2, 51

PC Best VoIP Recorder Setup Guide

Page 5



Installation Complete
Setup was completed successfully.

NMEE ORE

Completed

Show details

Fullsoft Install Swstem 2,51

Cancel

Thank you for installing Mpcap

NMEE. ORC

Mpcap has been installed on your computer.

Click Finish to dose this wizard,

Mullsoft Install System w2, 51

Cancel
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Network Requirement for VolP Recorder V2 (VR2)

You don’t need additional hardware if you only want to record calls for the local
computer (using VolIP Recorder V2 to record VVolP software on the same computer).

You must have a network switch that supports bidirectional ‘port mirroring’(also
called ‘port mapping’ or the existence of a ‘span port’). Most business grade
switches do have this feature. Most of Layer 2 Smart or Managed Switch have
mirror port(SPAN port) feature.

Home or Small office can choose:
TP-LINK TL-SG105E
http://www.tp-link.com/en/products/details/cat-41 TL-SG105E.html

Netgear GS105E
https://www.youtube.com/watch?v=kCSRgbEMkWs

Or you must have network hub to connect your SIP VoIP devices if you want to
record other devices. Why? Because all Ethernet traffic passes through all hub ports, so
the PC runs VolIP Recorder V2 can sniff the network and record other devices.

See articles:

http://ask-leo.com/whats the difference between a hub_a switch and a_router.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products tech note09186a008
015c612.shtml#support

If you have any questions or problems about network hardware issues, please feel free to
contact us by http://www.pcbest.net/contact.php
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= ~ \i External
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e = 288

Other Devices

Hardware Phone
Softphone VOIP Recorder |
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How to install and use the software

1. Download and install the VVolP Recorder V2 from PCBest Networks website:
http://www.pcbest.net/voip recorder.php

2. Unzip it and run setup.exe:

Help

T

search ‘H__"' Folders

x Mame

@‘?HRESetup.msi

3. Follow the setup dialogs.
i VolP Recorder ¥2

Welcome to the Vol P Recorder V2 Setup Wizard

The ingtaller will guide vou through the steps required to install VolP Becorder %2 an your computer.,

WARMIMG: Thiz computer program is protected by copyright lave and international treaties.
IInautharized duplication ar digtribution of this program, ar any partion of i, may result in severe civil
or criminal penalties, and will be prosecuted to the masimum extent pozsible under the law,

Cancel
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i VolP Recorder V2 le@[‘&__(l

Select Installation Folder

The ingtaller will install YalF Recorder %2 ta the following Falder.

T inztall in this folder, chck "Mest". Tainstall to a different falder, enter it below or click "'Browse'".

Enlder:
D:“Frogram Files\FCBest Wetworks InebVoIP Recorder V24 Browse...

Digk Cost...

Ingtall WolP Recorder W2 for wourself, or for anpone who uzes this computer;

" Ewenyone

i+ Just me

Cancel < Back |

i'-:!:'* VoIP Recorder V2

Confirm Installation

The ingtaller iz ready to inztall Yol P Becaorder W2 on your compiter.

Click. "Mest" ta start the installation.

Cancel ¢ Back Hest >
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ii& VolIP Recorder V2

Installing VolP Recorder ¥2

YWolP Recorder V2 iz being inztalled.

Pleaze wait. ..

ii® VolIP Recorder V2

Installation Complete

YolP Recorder W2 has been successiully installed.

Click "'Cloze' to exit,

Pleaze uze Windows Update to check for any critical updates ta the MET Framewark.

..................................

4.
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5. From start, choose the application to run:
, PCBest Metworks VolP Recorder W2
" List Network Interfaces
& PCBest VolP Recorder V2
"= VR2 Setup Guide ‘

6. If you see this dialog, please go back to the first part of this doc " Software
Requirement for VoIP Recorder V2 (VR2)" to install WinPCap driver.

Error Detected - Missing WinPcap Driver E|

WinPcap is not installed! Please dovenload it from hktp: v, winpcap,orgf and install it Firsk,

7. When first time running VR2, you will have a dialog to ask you which model you
want to run VVoIP Recorder Version 2.

o= Running Model = | B |t

How to run recorder

@ Run as desktop application
In this model, the recorder is actually this Window application.

1 Run as Windows service

In this model, the recorder is actually another process which runs as Windows service. This application will
work as a client application and try to connect to the service by TCP to get the realtime status.

Server |P: Leave blank for local

Server Port:

) Run as manager client

try to connect to the server by TCP to get the realtime status.

Server |P: Leave blank for local

Server Port:

L

In general, you can run VR2 as a desktop application, just click OK to continue.
If you want to run VR2 as a Windows service, please select 'Run as Windows
service option'. It will actually run the vr2 service in Windows services. Please
see 8.

If you run it as manager client, it will try to connect the VR2 instance on the
another machine and show recording status. On remote, you might need to look at
the "Access SQL Server from Remote" at the end of this document.
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8. You can open Windows services and find the VoIP Recorder V2 service:

*% Services (Local)
PCBest Networks VoIP Recorder v2 Marne Description Skak Startup Type Log On As
%Net.Tcp Port Sharing Service Provides abilicy ko share T... Disabled Local Service
Start the service %NetMeeting Remate Deskkop Sharing Enables an authorized use... Manual Local System
%Network Access Protection Agent Allows windows clients to ... Manual Local Syskem
Description: %Network Connections Manages objects inthe Me...  Skarted Manual Lacal Syskem
A passive recorder which can record VoIP %Network DDE Provides network transpar.,, Disabled Local Syskemn
callz an the network %Network DDE DSDM Manages Dynamic Data Ex... Disabled Local System
Metwork Location Awareness (NLA) Collects and stores networ,..  Skarted Manual Local Syskemn
%Network Provisioning Service Manages XML configuratio. .. Manual Local Syskemn
%NST ToolTipFixer MST ToolTipFixer is a patc...  Skarted Automatic Local Syskemn
%NT LI Security Support Provider Provides security to remok.. . Manual Local Syskemn
:P CEest Metworks YoIP Recarder w2 BCo W Manual

Set the start type to Auto then every time when Windows starts, it will run VR2
automatically.

9. Click Options in Menu first to set.

Recording Options |Z| |E| f$__<|

B asic: |VOIF' Filters | Database | Advanced | Extra | Email | License

Recarding Faat Falder: |E:'\tempWF|2 | Browse. ..

File Format:
®) wav O mp3 0 .gsm () .wzp [encoded file]

] Encrvpt Audic File

Log
ALL L Log File: | Mstemphwvi2WWR2 lag

tanage Port: | 1376 Dayz to keep recarding files: IZI 0 no clean up. >0 days

[ Start recording when application starts

All the options in this dialog will be saved into VR2COnfig.xml config file.
Below we will match the GUI item with the one in XML config, so just in case
you need to manually change the setting in xml file directly.

10. Items in VR2Config.xml and corresponding GUI.

The red tags marked below are the ones you will have to change according to
your system environment.

a. <Type>0</Type>
For IP Recorder, it is always 0. There is no GUI matching it since it is always
0.
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b. <AudioRootFolder>c:\temp\vr2</AudioRootFolder>
Root folder for saving recording audio files.

Recording Root Folder, | C:\temphWR2

c. <AudioFileFormat>0</AudioFileFormat>
0 = default(.wav), 1 = mp3, 2 = gsm
Note: Because VR2 is using third party application to convert wav into mp3
or gsm, changing this option from 0 to others may need extra effort to
configure service to make it work.

File Format:
) wav ) mp3 ) .gam () .wzp [encoded file)

d. <Credential></Credential>
System credential for VR2 service launch third party application(lame.exe or
sox.exe), to convert to wav into mp3 or gsm, when AudioFileFormat above is
not set to default 0.
no GUI matching this item yet.

e. <Filters></Filters>
Set Filters based on IP, or Call ID.
Format: FilterType;Filterl;Filter2;...
FilterType 0:1P Address, 1:CalllD
Sample: 0;192.168.1.10;192.168.1.21
Sample: 1;16135552324;17042223333

Filters - Recard anly for specific [P, or 1D, or MAC address

Farmat: FilkerType Filter Filter2;..

FiterType 0IP Addrezs, 1:CallD, 2:MAC Address

Sample: 0;192.168.1.10;192.168.1.21

Sample: 1;16135562324,17042223333

Mate: CallD supports wild cards. * means any sting. * means any one character. Sample: 1;1613%1704*
Sample: 2:00-23-AE-93-3C-14,00-15-5D-01-2E17

f. Excludes
Same format as filters, but exclude explicitly.
Excludes - Exclude specific IP, or [0, or MAC address

Format same az Filters above.

g. <LogLevel>4</LogLevel>
0 = disable,
1 =Error only,
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2 = Error + Warning,
3 = Error + Warning + Debug,
4 = ALL(Error + Warning + Debug + Info)

Lag
ALL w Log File: | c:stemphwr2sYR 2 log

h. <LogFileName>c:\temp\vr2\VR2.log</LogFileName>
Set log file name.
Log
ALL w Log File: | costemphar2WR 2 log

i. <ChannelCount>8</ChannelCount>
Set the channel number to be opened by VR2.

Tatal Channels: |4

j. <LicKey></LicKey>
License key for VR2. You can run trial version with no key, but the recording
will be 30 seconds only for each call.

Licenze Few:

k. <LicMAC></LicMAC>
The MAC address that you want the license key to be associated with.
You don't have to set it. If it is null, VR2 will automatically choose one.
You can use "ipconfig -all" in command Window to list all network interfaces.
Set it to USB driver letter if you want to use a USB key as a dongle. Like e:

Licenze MAL: I farmat: 2F-03-AC-82-56-7F

I. <ManagerPort>1376</ManagerPort>
This port is for VoIP Recorder V2 Management Client to connect.

kanage Paork: 1376

m. <KeepRecordMaxDays>0</KeepRecordMaxDays>
How many days to keep the record in root folder. 0: no clean up. >0: days

Days to keep recording files: |0 : no clean up. >0: daps

n. <EnableRTSrv>0</EnableRTSrv>
If enable realtime SIP server for listening conversation
Set it to 1 to enable it
Then during VR2 is running, you can use SIP phone to call <sip:1@Iocal-ip>
to listen to conversation on channel 0
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Please edit file “VR2RTSrv.ini” in the VoIP Recorder folder to change the
options for realtime listening SIP server.

[ ] Enable Realime Listening 5P Server.

0. Database(Please go the end of this doc for database set up)
<Database>
<Enabled>false</Enabled>

Enable zaving data into M5 SOL Server

<l--
DBType: 0 = MS SQL 2005 Express, 1 = MS SQL 2005, 2 = MS SQL 2000
-->
<DBType>0</DBType>
Database Type:  |[MMS SOL Express(2005, 2008, 2012, “
<l--
DBServer: blank = local, otherwise give the server name or ip
-->
<DBServer></DBServer>
Databaze Server: blank = local, othenwize give the zerver name or ip

<I-- Please create a database as the following name. -->

<I-- NOTE: you do NOT need to create any table for your DB. -->

<I-- VR2 engine will automatically create tables once it can connect to DB. --
>

<DBName>VolPRecorder</DBName>

you do MOT need to create any table for your DE.

Database Name:  |VolPRecorder Recorder engine will automatically create tables once it can connect ko DB first lme.

<l--

0 = SQL Authentication, 1 = Windows Authentication
-—->

<AuthType>1</AuthType>
Authentication Tepe:  |'Windows Suthentication W

<l--
if AuthType is SQL Authentication, then please give the UserName and
Password

for connecting SQL server.
>

<UserName></UserName>

[dzer Mare:

<Password></Password>

Paszward:
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<CallLogTableName>calls</CallLogTableName>

<ChannelStatusTableName>channels</ChannelStatusTableName>

<UpdateChannelStatusToDB>true</UpdateChannelStatusToDB>
Ilpdate channel's statuz to databaze
</Database>

p. <Protocol>SIP</Protocol>
Can be one of these:
SIP, SCCP or SKINNY, RTP, H323, IAX2, UNISTIM, MGCP

Frotocal; SIP w

g. <Port></Port>
Specify port of VoIP protocol to listen on. You don’t have to set this value if
your VolIP device is using default standard port.

Part:

r. <NIC>0</NIC>

Please run ListNetworks.exe to get the index of the NIC on which you want to
monitor. Or in the GUI, you can choose from list:

Lizgtening on nebwark, interface:
1: \DeviceMPF_{02608100-739C-4E FC-4686-430 2E5221 544} - IntellR) 825660 C Gigabit Mebwark Connection [Microsaft'

If you set it to a filename of Wireshark trace .pcap file, VR2 will use this
Wireshark trace file as input instead of a NIC in computer, and output all
VolIP calls in it.

s. <PromiscuousMode></ PromiscuousMode >

| Promiscuous Mode

-

Default PromiscuousMode is 1, means enabled. Few of network drivers don't
support this feature. So you will need to uncheck this option(set it to 0 in
XML) in order to make recording work.

t. <RTP>
Additional settings for RTP protocol recording. Usually when you are not sure
what signal protocol your VVoIP devices are using, you choose RTP as most
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VoIP devices use RTP for audio stream. In this case, you need to specify the
IP PBX’s IP addresses, and IP Phone’s identity.

<I-- If it is RTP recording, please specify the PBX address, and Extension's
address -->

<!-- Sample: 192.168.1.101;192.168.1.102 -->
<PBXAddr>192.168.1.214</PBXAddr>

FRTF Recording Options

PB:IP Address: [192168.1.214

If Protocol iz et to RTP recording, please specify the PEX address.
Sample: 192.168.1.101:192.168.1.102

<!I-- PBX Extension list for RTP recording -->

<I-- FORMAT: Name,number,ipaddress;name,number,ipaddress -->
<I-- Sample: Mike,101,192.168.1.102;Jenny,102,192.168.1.103 -->
<ExtenAddr>Mike,101,192.168.1.41</ExtenAddr>

Ewtenzion List: ke, 101,192.163.1.41

FORKMAT: Mame, number ipaddress:name number ipaddress
Sample: Mike 101192168 1.102:)enmy, 102,192, 168.1.103

u. <lIgnorePossibleSameCall>false</IgnorePossibleSameCall>
Set it to true if you see duplicated calls are recorded.

[] Ignore Possible Same Call. Check it if you see duplicated calls are recorded.

v. <Recording>true</Recording>
Set it to false if you don't want to create wav files for calls.
[ Recording call. Uncheck it if vou don't want to create wav files for calls.

w. <NoAudioSeconds>0</NoAudioSeconds>
Default it is 0, means disabled. If you have seen channels not disconnected
and stayed forever, it will be helpful to enable this option.
You can set it to 5 for 5 seconds, or 3 for 3 seconds.

Mo Audio Seconds: 0 Diefault it iz 0, means dizabled. If you have seen channels not disconnected and stayed
forewer, it will be helpful to enable this aption. *Y'ou can zet it to 5 for 5 seconds, or 3 far 3
zeconds.

X. RecordPauseDTMFKey
You can define a key, so softphone user can press this key to stop recording
for unwanted audio.
Key can be ', '#,'0', '1','2",....'9".
Fauze Options

zet a key sting for zoftphone o press, and pauze recording,. press the same key again bo

DTMF Keys: resume. Far example, *, or 1234,

0 = not inzert, no auto-pauzelautomatically pause recording when call starts).
1 = inzert blank/zilence audio in wav for paused period.

2 = auto-pauze + not ingert blank/silence audio in way for paused period.

3 = auto-pauze + inzert blank//silence audio in way for pauzed period.

FPause Settings: |0
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y. UsePacketTime
If use time on network package rather than the computer local time.
[] Uze packet time in netwark.

z. Email settings

Recording Options

Basic | WolP | Filters | Database | Advanced | Extra | Emal | License

SMTF Settings
SMTP Server: SMTP Port: 25
Ermail Address: Email Pazzword:

Enable S5L

Matify Email Addresses; Set email addresses to be notified for spstem fatal emars.
Format: emaillemail2;. .
Sample: abctEgmail com;defi@hotmail com

aa. < SIPHeadersInXML>
Sometimes you need to record extra SIP headers into XML, so you can set the
extra headers in this tag.
Fox example: From;To;P-Asserted-ldentity;P-Charging-Vector
Available Headers Name: From;To;Call-1d;Contact;P-Asserted-ldentity;P-
Charging-Vector;Remote-Party-1D;Reason;Date;User-Agent; Accept-
Language;Refer-To

SIP Headers [n =ML

Saometimes you need to recard extra SIP headers into =ML, =0 pou can set the extra headers here.

Fowx example: From;To;P-tzzerted-|dentity:P-Charging-Wectar

Available Headers Mame:

From;To:Call-ld;,Contact P-Aszerted-ldentity;P-Charging-Yector Remote-Party-ID Reason;D ate:U ser-digent Accept-Language Refe
-To

bb. ExtenPattern
Tell recorder how extension number looks like. * means any string. ? means
any one character. Sample: 1??? means extension number starts as 1, and four
digits/characters.

Exten Patterm: Tell recorder how extension number looks like. * means any string.
T means any one character. Sample: 1777 means extension
number startz az 1, and four digite/characters.

cc. IDMaps
Set ID mapping rule if you want to replace specific ID before it is writen into
DB table
Format: org-strl,replace-strl;org-str2,replace-str2;
Sample: exten_1234,Mike;1100,Bob
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[0 Maps: |

Set D mapping rule it pou want to replace zpecific 1D befare it iz writen

dd. RecordCallLegs

into DB table. Format: org-strl replace-stil jorg-strz replace-str2;
Sample: exten_1234 Mike: 1100 Bob

Set it to true if you want to create a wav file for each audio leg of the call.

[] Create a wav file for each audio leg of the call

ee. XMLCallInfo

Set it to false if you don't want to create XML call info file.

Create #ML call info file.

ff. RecordOnlyAfterAnswer

[] Record orly after call is answered.

gg. EncryptAudioFile
0 = disabled, 1 = enabled
[] Encrypt Audio File

11. Now you can start recording.
2 PCBest Networks

File  Options  Sean

5' Tl

12. Stop recording when need.

2 PCBest Networks VolP Re
File I:I Search

p[@l s
= - [rit Tir

F 1 IEE
7l

13. VR2 Main GUI:
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@ PCBest Networks VoIP Recorder V2.

[ File Options Search

D@

Status Init Time: Connect Time Seconds CallesIP callesID
L3 b

2 [ide
1 [ide
4 [ide

*

< i

Status: Recording ...

You have each channel’s status. Call reports at right. And ‘Search’ in menu to
perform the database call record search.

14. Make a VolIP call, you will see the call on screen in real time:

# PCBest Networks VoIP Recorder V2,10 =
L e e
File Options Search
i@ @it
Status Init Time Connect Time Seconds CallerlP CallerlD CalleelP calleelD U| Channel Info
L 20150614235, | 20150614 23:5. |13 182.1681.112:2.. |"Snom320" «sip:... |64.26.133.178:5.. | <sip:8888@64.2 Zq Tetal Ch A
2 |Connected 2015-06-1423:5.. | 20150614 23:5.. |11 19216811135, |"LinksysSPAS21. | 64261331785, | <sip:08B0@642 . | 20|
Available Channels: 4
3 |ldle
* 4 |lde Offling Channels: 0
Channel In Uss: 2
Calls Info
Total Calls: 2

[2015-06-14T23:58:44] OnCallOffered
event amived. caller."Snom 320"
«sip:1001@64 26 133.178> called

<sip:8388@
64 26 133 178 user=phone> call dir: D

file:

[2015-06-14T23:58:47] OnCallOffered
event amived. caller:"Linksys SPAS21"
«sip:1002@64.26.132.178> called
<sip:8888@64.26.133.178> call dir: 0
file:

‘ [ v |
Status: Recording (NOT Licensed Software. ONLY record first 30 seconds of each call)) o
=——= —

15. Real-time monitoring and listening to the recording conversation
From V2.01, ManageClient has integrated PCBest SIP softphone in order to listen
the recording conversation in real-time.
In order to use this feature, you need to enable this tag in VR2Config.xml:
<EnableRTSrv>1</EnableRTSrv>
Then please re-start the VR2 service.
Restart ManagerClient to connect to the VR2 service.
You will see the real-time listening panel at right:
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Real Time Listener

Channel: 1 - Listen
die
Click options to give the recorder machine’s IP and SIP port it is set in
VR2RTSrv.ini.
Manager Client GUI VR2RTSrv.ini

-
- Realtime Listener Options . E‘ﬂlﬂ

#gtsrv.sip.ip.address =

VolP Recorder IF Address: #SIP Port, default 5060

VolP Recorder RT SIP Port: 5060 gtsrv.sip.ip.port = 5060

16. Get into your recording folder, then find the recording files for the call:

[ 201112221 25246-0000-WNFHM4 wav
=] 201112221 25246-0000-WNFHM4 2ol

There are two files for one call. They both have same name, but with different file
extensions. One file is audio wav file. Another one is XML file to record the
call’s additional information.

17. XML information file format for a recorded call(sample)

<?xml version="1.0" encoding="IS0-8859-1" ?>
<CALL>

<ID>20111222125246-0000-WNFHM4</ID>

<SIP-ID/>

<SUCCEED>true</SUCCEED>

<CALLER>
<IPADDR>192.168.1.233:2758</IPADDR>
<NAME>PBX</NAME>
<AUDIO>G711(ulaw)</AUDIO>

</CALLER>

<CALLEE>
<IPADDR>192.168.1.41:2048</IPADDR>
<NAME>Mike&lt;sip:101@192.168.1.41&gt; </NAME>
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<AUDIO>G711(ulaw)</AUDIO>
</CALLEE>

<TIME>

<INIT>2011-12-25 11:18:31</INIT>
<BEGIN>2011-12-25 11:18:31</BEGIN>
<END>2011-12-25 11:19:09</END>
<DURATION>38</DURATION>

</TIME>

<RECORD>

<ROOT>c:\temp\vr2</RO0OT>
<PATH>c:\temp\vr2\2011\12\22\20111222125246-0000-WNFHM4.wav </PATH>
<FILENUM>1</FILENUM>

</RECORD>

</CALL>

ID: Unique id for this call.
SIP-ID: Unique SIP CALLID for this call. This id is in SIP message CALL-ID header
for mark SIP calls.
SUCCEED: true — the call was established. false — the call couldn’t get through.
Caller: caller IP address and name
Callee: callee IP address and name
Time:
Init: Call start time
Begin: Call connected(begin) time (if call was not successful, this field is null)
End: Call end time.
Duration: the call duration in seconds.
Record: recording root path and file.

VoIP Recorder V2 Database Setup

The following steps are for setting up database for VR2. VR2 supports MS SQL Server
2005/2008/2008R2/2012.
Assuming we are using SQL Server 2012 Express.

1. Download and install SQL Server:

Microsoft SQL Server 2005 Express Edition Service Pack 4:
http://www.microsoft.com/en-ca/download/details.aspx?id=184

Please download SQLEXPR_TOOLKIT.EXE(224.6MB) or
MBSQLEXPR_ADV.EXE(254.6 MB).

Microsoft® SQL Server® 2008 Express with Tools:
http://www.microsoft.com/en-ca/download/details.aspx?id=22973
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Microsoft SQL Server 2008 R2 RTM - Express with Management Tools:

http://www.microsoft.com/en-ca/download/details.aspx?id=23650

Microsoft® SQL Server® 2012 Express:
http://www.microsoft.com/en-ca/download/details.aspx?id=29062

32bit OS download one of the following:
ENU\x86\SQLEXPRADV_x86_ENU.exe 1.3 GB Download
ENU\X86\SQLEXPRWT _x86_ENU.exe 706.1 MB Download

64bit OS download one of the following:
ENUW64\SQLEXPRADV_x64 ENU.exe 1.3 GB Download
ENU\X64\SQLEXPRWT _x64 ENU.exe 669.9 MB

Assume we use SQL Server 2012 Express here. It is free to download from website.

We download SQL Server 2012 with tool, which has management studio.

Right click on SQLEXPRWT_x86_ENU.exe for 32bit Windows or
SQLEXPRWT _ x64 ENU.exe for 64bit Windows, and "Run as administrator":

2 "
E !

|| gtsimplephone

(£ jre-Tull-windows-i58i

|2 Microsoft Visual Studi) B
| SQLEXPR_x86_EMNU B2
5| SQLEXPR_xB6_ENU-sp| =
57 SQLEXPRWT x86_ENU| =
| SQLEXPRWT _x86_ENU 2
8| SQLManagementStud E

Open
Run as admimistrator

Troubleshoot compatibility
Scan for viruses

Add to archive...

Add to "SQLEXPRWT x86_EMU-2012.rar"

Compress and email...

Compress to "SQLEXPRWT x86_EMU-2012.rar" and email
Extract files...

Extract Here

Futract tn SCH FXPRWT 86 FRLI-200 %

Choose new SQL server stand-alone installation:
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("%5 sQL Server Installation Cente

Planning % Mew SQL Server stand-alone installation or add features to an existing installation
Installati Launch a wizard to install SQL Server 2012 in a nen-clustered envirenment or to add
features to an existing SQL Server 2012 instance.

Maintenance

- ﬁ Upgrade from SQL Server 2005, SQL Server 2008 or SQL Server 2008 R2
ools
Launch a wizard to upgrade SQL Server 2005, SQL Server 2008 or SQL Server 2008 R2 to
Resources SQL Server 2012.
Options I

Microsoft

2 SQLServer2012

Of course, if you already have 2005, 2008, or 2008R2, you can upgrade it to 2012.
Click next:
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"
5 SQL Server 2012 Setup ey W e S cm—

Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed. Passed: 7. Failed 0. Warning 0. Skipped 0.

icense Terms |

Feature Selection

Installation Rules Show details » >

Instance Configuration View detailed report
Disk Space Requirements

Server Configuration

Database Engine Configuration
Error Reporting

Installation Cenfiguration Rules

Installation Progress

Complete
|
|
< Back Mext > ] l Cancel ] l Help
—
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Accept license terms, and clieck Next:

%5 SQL Server 2012 Setup = [ E [

License Terms

To install SQL Server 2012, you must accept the Microseft Software License Terms,

Setup Support Rules
MICROSOFT SOFTWARE LICENSE TERMS |

[m] »

License Terms

Feature Selection MICROSOFT SQL SERVER 2012 EXPRESS
Installation Rul

nereaten u. = ) These license terms are an agreement between Microsoft Corporation (or based on where you
Instance Cenfiguration live, one of its affiliates) and you. Please read them. They apply to the software named above,

Disk Space Requirements which includes the media on which you received it, if any. The terms also apply to any Microsoft
Server Configuration »  updates,
Database Engine Configuration

Error Reporting « supplements,

Installation Cenfiguration Rules « Internet-based services, and
4
Installation Progress

-

a 9

Copy  Print

e sunnort services

< [#] 1 accept the license terms. ,

& Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components,

Complete

See the Microscft SQL Server 2012 Privacy Statement for mere information.

< Back MNext > Cancel l l Help
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%5 SQL Server 2012 Setup

Feature Selection

Setup Support Rules

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Select the Express features to install.

Features:

Instance Features
Database Engine Services
SQL Server Replication
Shared Features
Management Tools - Basic
5QL Client Connectivity SDK
LocalDB
Redistributable Features

Feature description:

The cenfiguration and cperation of each
instance feature of a SQL Server instance is
isolated from other SQL Server instances.
SQL Server instances can operate side-by-
side @n the same computer,

Prerequisites for selected features:

Already installed:

. Microsoft JNET Framewark 4.0
Windows PowerShell 2.0

i Microsoft JNET Framework 3.5
To be installed from media:

... Microsoft Visual Studio 2010 Shell

’ Select Al ] [ UnselectAIIl

Shared feature directory:

C\Program Files\Microsoft SQL Server\

< Back

Next > Cancel l l Help
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-
%5 SQL Server 2012 Setup

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules () Default instance
(rEaveziame @ Mamed instance: SQLEXPRESS
Feature Selection
Installation Rules
Instance Configuration Tnatance e SQLEXPRESS

Disk Space Requirements

S Gt Instance roct directory:  C\Program Files\Microsoft SQL Server\,

Database Engine Configuration

Enoyiepertg SQL Serverdirectory:  Ci\Program Files\Microsoft SQL Server\MSSQL11.5QLEXPRESS

Installation Configuration Rules

Installation Progress Installed instances:

Complete Instance Name Instance ID Features Edition Version
conte (o> Y o |[ e
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r
15 SQL Server 2012 Setup

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation

License Terms

. Microsoft recommends that you use a separate account for each SQL Server service.
Feature Selection ¥ pa Ql

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Installation Rules Service Account Name Password Startup Type
Instance Configuration 5QL Server Database Engine MNT Service\MS5QL55QL... Automatic -
Disk Space Requirements SQL Server Browser NT AUTHORITY\LOCAL ... Disabled v
Server Configuration
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Choose Mixed Mode, and set password for account sa. NOTE: please write down
your password in paper for later use.

i B Y
5 SQL Server 2012 Setup [E=REER

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuration | Data Directeries | User Instances | FILESTREAM

License Terms

Feature Selection Specify the authentication mode and administrators for the Database Engine.

Installation Rules Authentication Mcode

lslaneiibphighaln ) Windows authentication mode

Disk Space Requirements R o ) o
@ Mixed Mode (SQL Server authentication and Windows authentication)

Server Configuration
Database Engine Configuration Specify the password for the SQL Server system administrator Eaccount.

Error Reporting Enter password: senssese

Installation Configuration Rules

1 AR TTLTTY)
Installation Progress Confirm password: |

Complete Specify SQL Server administrators

Yonge-PCW7\Yonge (Yonge) SQL Server administrators

have unrestricted access
to the Database Engine.

Add Current User l l Add... l l Remove l

[ < Back ” Next > H Gt H Help
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T SQL Server 2012 Setup

Error Reporting

Help Microseft improve SQL Server features and services,

Setup Support Rules

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Cenfiguration Rules
Installation Progress

Complete

Specify the information that you weould like to automatically send to Microsoft to improve future releases
of SQL Server, These settings are epticnal. Microsoft treats this information as confidential. Microsoft
may provide updates through Microsoft Update to modify feature usage data, These updates might be
downloaded and installed on your machine autematically, depending on your Automatic Update

settings.

See the Microseft SQL Server 2012 Privacy Statement for more informaticn.

Read more about Microsoft Update and Automatic Update.

]

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting
only applies to services that run without user interaction.

< Back

Mext =
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[~ — hl
5 SQL Server 2012 Setup [E=SREERT

Installation Progress

Setup Support Rules

Hicense Terms -

Feature Selection Install_WSShell_Cpu32_Action : ProcessComponents, Updating component registration

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
\| Error Reporting

Installation Configuration Rules
Installation Progress
Complete

Next > Cancel l l Help
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Installation Complete:

-
T SQL Server 2012 Setupy S
Complete
Your SQL Server 2012 installation completed successfully with product updates.
e SR A= Infermation about the Setup operation or possible next steps:
License Terms
Feature Selection Feature Status
. 2 Management Tools - Basic Succeeded
Installation Rules " .
) ) @ Database Engine Services Succeeded
Instance Configuration @ SQL Server Replication Succeeded
Disk Space Requirements @ 5QL Browser Succeeded
Server Configuration (2 5L writer Succeeded
Database Engine Configuration
Error Reporting
Installation Configuration Rules Details:
L Tt e [ Viewing Product Documentation for SQL Server -
Complete El
Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SAL Server, you can use the Help Library Manager component to download documentation to
'your local computer. For more information, see Use Microsoft Books Online for SQAL Server
<http://go.microsoft. com/fwlink/?LinklD=224683>.
| Summary leg file has been saved to the following location:
Ch\Program Files\Microsoft S0 Servert] 104Setup Bootstraphlogh20130422 1721 284 Summary Yonge-
| PCW7 20130422 172129 it
Close l l Help
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Run "SQL Server Management Studio™:

Adobe Open
s A '@' Run as administrator

Troubleshoot compatibility

Scan for viruses

by

oS 4

I:l:ll:lgha GpEﬂ file location
Add to archive...
Add to "Ssms.rar”

Compress and email...

Chrome

(i iy G i

Compress to "Ssms.rar” and email
& Pin to Taskbar

Kacnerclr

Pin to Start Menu
| Kaspersky Internet Security 2013

| Maintenance Restore previous versions
| Microsoft Silverlight Send to .
| Microsoft Silverlight 3 5DK
. Microsoft Silverlight 4 SDE Cut
| Microsoft Silverlight 5 SDKE Copy
; Microsoft SQL Server 2008
| Microsoft SQL Server 2012 czoz

a Download Microsoft SQL Server Co @ Rename
J, Import and Export Data (32-bit) Properties
= S0L Server Management Studio

| Configuration Tools
. Integration Services
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You can use "Windows Authentication™ here, and click Next,

F ?ﬁ Server2012

Server type Database Engine
Server name: OMNGE-PCWWSQLEXPRESS

Authentication: [H"l.l"lnduws Authentication

Izer name fonge-PCW M Yonge

H Options > ]

Or use SQL Authentication, then give username sa, password whatever you set when
installing SQL server.

'.’." Connect to Server

Microsoft 4 Windows Server System
SQL Server200s
Server name: ||:|:BN-2DumsuLE><PHE55 v |

Authentication: L Server Authentication w [

Logir:
Password: 4 | ) |

Remember passward

[ Connect H Cancel H Help H Options = ]

This is the item AuthType in VR2Config.xml.
AuthType = 0 (SQL Server Authentication) AuthType = 1(Windows Authentication)

<AuthType>0</AuthType>
<UserName>sa</UserName>
<Password>xxxxxx</Password>
Or
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<AuthType>1</AuthType>
<UserName></UserName>
<Password></Password>

Right click on "Database"”, then choose "New Database":

o Micosof QL Senver Managemert Studio (amnEaton

File Edit View Debug Tools Window Help
Pl v (5 | L NewQuery [Ty ) 1 £ | 4
Object Explorer * X

Connect~ 3y @) @ “F Ej

= [B YOMGE-PCWISQLEXPRESS (5QL Serve
L
[ Security Mew Database...
[ Server Ok
[ Replicatic
3 Managen Restore Database...

Attach...

Restore Files and Filegroups...

Deploy Data-tier Application...
Import Data-tier Application...

Start Powershell

Reports

Refresh

2. Input database name. Here we set it as “\VVolPRecorder”.
This name should be the same you set in VR2Config.xml:
<DBName>VolPRecorder</DBName>
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lj MNew Databaze u_lﬁ':' (5]

Selecta page c . y .
X Script - Hel
2 General ; Pt Lj R 1. Give name here
2 Options
1 Filegroups Database name: VolPRecorder
Ohwner: <default> E]

Database files:

Logical Mame File Type  Filegroup Initial Size (ME)  Autogrowth
VolPRecorder Data PRIMARY : By 10 percent, unrestricted growtl
VolPRecord...  Log Mot Applicable 1 By 10 percent, unrestricted growtl

Connection

Server:

PCW NSQLEXPRESS

Connection:

PCW ™ Yonge

&7 Miew connection properties

Progress

Ready ] n | §

2. Click OK then. Remove

& oK || Cancel

3. Click “ok”, you will get:
= gy PCWTVSQLEXPRESS (SQL Server 9.0.5000 - PCWT\Yor

= | Databases D
[ System Databases Data ba SES
J sippbxi3 PCWT\SQLEXPRESS\ Databases

[J YolPRecorder e

4. Then you can enable the Database section in VR2Config.xml to allow VR2
service directly save call records into SQL Server.
<Database>
<Enabled>true</Enabled>
<DBType>0</DBType>
<DBServer></DBServer>
<DBName>VolPRecorder</DBName>
<AuthType>1</AuthType>
<UserName></UserName>
<Password></Password>
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5. NOTE: you don’t need to create tables for VR2. It will automatically create two
tables(calls and channels):
= | ) VoIPRecorder
[ Database Diagrams

= o [

[ System Tables
= dbo.calls
=] dbo.channels
You can develop your own application on these two tables.

6. Restart VR2 Service then it will save recorded call info into database.
Access SQL Server from Remote
In order to access the DB from remote tool, you will need to enable 'Name Pipes,
TCP/IP', and 'VIA' in SQL Server Network Configuration --> Protocols for
SQLEXPRESS:

@ SQL Server Configuration Manager

File Action View Help

&= 2|E=H
‘@ S0L Server Configuration Manager (Local) Protocol Name Status
Bl SQL Server 2005 Services S Shared Memory Enabled

4 _E_ S5QL Server 2005 Network Configuration (34 ¥ Named Pipes Dicabled

B Protocols for SQLEXPRESS
‘@ TCP/P Disabled
4 2 SQL Native Client Configuration (32bit) ?:m Dhld
Client Protocols sable

Q Aliases

Hopefully this document has covered everything about PCBest Networks VVoIP Recorder
V2. We are trying to keep this guide brief and helpful. Please send your questions to
support@pcbest.net if you do have any. Thank you for trying our software.

Setup Packet Filter

Sometimes you might need to set a filter in the driver to only look at the specific packets
because forwarding the whole network's traffic into one port leads to a lot for VVolP
Recorder to process.

Create a file named 'pcap_filter.txt' and put it under same folder of VVolIP recorder's exe
and dll files.
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You can refer to two samples over there already: pcap_filter_rtp_only.txt and
pcap_filter_sip_rtp.txt.

Also refer to the following links about how to set filters:
http://www.tcpdump.org/manpages/pcap-filter.7.html
http://wiki.wireshark.org/CaptureFilters
http://docs.nimsoft.com/prodhelp/en_US/Probes/Catalog/net_traffic/1.3/index.htm?toc.ht
m?1925170.html
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